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Cybercrime Statistics
 In 2014, the New York Times devoted more 

than 700 articles to stories about “data 
breaches” compared to just 125 in 2013

 A record 1 billion data records were 
compromised in 2014

 Notable 2014 Victims: 
• Sony 
• Blue Cross
• Anthem
• Home Depot
• Staples 
• JP Morgan Chase
• Target (December 2013)

Gemalto, Findings of 2014 Breach Level Index, Feb. 12, 2015



Cybercrime Statistics

 In 2014, the number of detected 
cybercrime incidents soared to 42.8 
million, a 48% increase from 2013

 Since 2009, the number of detected 
cyber incidents rose 66%

 The costs associated with those 
incidents also continues to rise

PWC 2015 US State of Cybercrime Survey



I3C Cybercrime Statistics

 In 2014, there were 269,422 complaints 
filed with the Internet Crime Complaint 
Center (I3C)

 The total reported losses were 
$800,492,073

 The average loss was $6,472

 91% of the victims were US citizens

 According to the Department of Justice 
and the I3C, less than 10% of fraud 
victims file a report



Hawaii Cybercrime Statistics

 In 2014, Hawaii ranked 40th in the 
country in terms of the number of 
victims

 1,020 Hawaii victims filed a  complaint

 Those 1,020 victims reported losses of 
$2,497,141

 In addition to complaints being filed with 
the I3C, complaints are also filed 
directly with HPD



Threat Awareness



Threat Awareness

Two types of threats:

 Internal threats

 External threats



Internal Threats

 Current and former employees

 Insider threat cases account for only 
about 20% of the reported cases

 Insider threat cases are under reported
o Why?

• “Handled it administratively”
• “Not serious enough”
• “Didn’t know it could be prosecuted”
• “Negative publicity”

 Insider threat cases represent about 
60% of the cases prosecuted



Internal Threats – Crimes? 

 Intellectual property theft

 IT sabotage

 Denial of service attack

 Fraud

 Unintended insider threats

 Insider threat motives:
• The perpetrator’s motive is usually financial gain 

or revenge

• Many of the perpetrators were experiencing 
financial difficulties at the time



Internal Threat Actors



External Threats

 Individuals not known to the victim

 Represent about 80% of the reported cases

 External Threat Actors:

• Hackers

• Con artists

 External threat motive:
• Usually, for financial gain

 Prosecution is unlikely if the actor is 
located outside the United States



External Threat Actors

70% of the perpetrators are located overseas



External Threats to 
Businesses





Ransomware Threats

 Ransomware = malicious software designed 
to extort money from individuals and/or 
businesses by disabling important computer 
functions and by encrypting critical files

 Encrypted files become irretrievable unless 
the victim buys a decryption key

 Criminals demand a ransom payment in 
exchange for the decryption key

 No guarantee criminal will honor their 
promise to provide the decryption key upon 
payment



Cryptolocker



Ransomware

 Common attack vectors:
• E-mail which, if opened, will install 

ransomware

• E-mails that contain links which, if 
clicked, will install ransomware

• E-mail that contain attachments which, if 
clicked, will install ransomware

 Ransomware may encrypt 
documents, images, videos, and 
other important files









Ransomware

 Common attack vectors:
• E-mail which, if opened, will install 

ransomware
• E-mails that contain links which, if clicked, 

will install ransomware
• E-mail that contain attachments which, if 

clicked, will install ransomware

 Ransomware may encrypt documents, 
images, videos, and other important 
files

 Victims are more likely to recover from a 
ransomware attack if they regularly 
backup their critical data



Spearphishing

 Spearphishing attacks target specific 
individuals, as opposed to phishing 
schemes which target hundreds and 
sometimes thousands of people

 They victimize only those who open e-
mails or click on attachments or links

 Spearphishing e-mails are written to 
create the impression that you know 
or do business with the sender







Bogus Anti-Virus Software

1. A pop-up box appears that informs the 
user that their computer is infected with a 
virus and needs to be fixed 

2. The pop-up box has a button that the user 
can click to download anti-virus software 
that will remove the virus

3. The user clicks on the button thinking that 
it will help

4. Instead, the user’s computer is infected 
with malware, which steals personal and 
financial information







Employment E-Mails

1. The perpetrator sends an e-mail to an 
employer in response to an online job 
posting.

2. The e-mail contains an attachment, 
which the perpetrator claims is a 
resume

3. When the employer clicks on the 
attachment, malware is downloaded 
and used to steal personal information





Employment E-Mails

1. The perpetrator sends you an e-mail 
claiming that they saw your resume on 
CareerBuilder or Monster, or the Internet

2. They tell you that you’re the perfect 
candidate for an opening with their 
company

3. They want to hire you now!

4. All they need you to do is complete the 
attached application, then send them your 
credit report so they can verify your credit 
history and your bank account information 
so they can make direct payroll deposits to 
your bank account









Fraudulent Tech Support Calls

1. An employee receives a phone call from a 
person claiming to be “tech support” for a 
legitimate company (such as Dell, Microsoft, 
Apple, etc.)

2. Tech Support then asks for log-in credentials or
asks the employee to make changes to the 
computer’s settings, or asks the employee to 
visit a specified website and download various 
files to give Tech Support remote access to the 
computer so they can fix the problem

3. Sometimes, Tech Support asks the employee 
to turn off the monitor so they don’t interfere 
with the fix

4. Tech Support then steals information







CEO Fraud



Business E-Mail Compromise
aka “CEO Fraud”

1. These are targeted spearphishing scams

2. These scams typically target the CEO or 
other high-ranking company official

3. The perpetrator begins by researching 
the target and target’s employer

4. High-ranking officials and those 
responsible for handling wire transfers 
and online payments are targeted



Business E-Mail Compromise
aka “CEO Fraud”

 Between October 2013 and August 
2015, more than 7,000 companies were 
the victim of “CEO Fraud”

 Those companies reported losses of 
nearly $750 million

 The scam was reported in all 50 states 
and in 79 countries

 The majority of the money is being wired 
to Asian banks in Hong Kong and China



Business E-Mail Compromise
aka “CEO Fraud”

 Version 1:
 The e-mail account of the CEO or other high-ranking 

official is compromised by either a phishing e-mail 
scheme or by hacking

 Then, the perpetrator uses the compromised e-mail 
account to send an e-mail to a second employee who 
handles financial transactions

 The e-mail requests that a wire transfer or online 
payment be directly made to company “X’s” financial 
institution

 The e-mail is usually well-worded, includes a “sense 
of urgency” clause, and is in an amount similar to 
normal business transaction amounts for that 
company



Business E-Mail Compromise
aka “CEO Fraud”

 Version 2:
 The perpetrator identifies the company employee 

responsible for handling financial transactions

 Then, that employee’s e-mail account is 
compromised, typically by phishing or hacking

 The perpetrator then sends e-mails to multiple 
vendors used by that company

 The vendors are identified by reviewing the 
compromised account’s contact list or e-mails

 The e-mails to the vendors request invoice payments 
in the form of wire payments or online transfers, 
which go to a fraudulent account controlled by the 
perpetrator



Business E-Mail Compromise
aka “CEO Fraud”

 Version 3:
 The perpetrator learns that company X has a long-

standing relationship with supplier Y

 The perpetrator creates a fictitious e-mail address 
which looks similar to the domain name used by the 
supplier
• For example: @examp1e.com instead of @example.com

 The perpetrator sends an e-mail to the employee 
responsible for handling financial transactions

 The e-mail includes an invoice to company X 
requesting payment in the form of a wire transfer or 
online payment, which goes to an account controlled 
by the perpetrator



Wi-Fi Attacks



Wi-Fi Attacks



Wi-Fi Attacks



Wi-Fi Attacks



Wi-Fi Attacks

 Favorite targets: hotels, airports, Internet cafes

 How it works: Hackers set up a fake Wi-Fi network

 They give the network a name like “Free Wi-Fi” or a 
name that is similar to the victim’s location

 When victims use their device to search for a Wi-Fi 
connection, they see the fake Wi-Fi network

 They connect to the network

 Then, start surfing the Internet

 The only problem, all of their communications are 
going through the hacker’s computer

 Besides intercepting all of the communications, the 
hacker can also steal passwords, financial data, and 
other confidential information



Internet of Things (IoT) Risks

 IoT – refers to any device which connects 
to the Internet to automatically send 
and/or receive data

 IoT examples: Devices which control:
 Lighting systems

 Security systems 

 Thermostats

 Garage doors

 “Smart appliances”

 Entertainment devices

 Office equipment, such as printers

 Medical devices



Internet of Things (IoT) Risks

 Exploitation of default IoT passwords

 Steal confidential and personal information

 Remotely monitor the owner

 Overload a device to render it inoperable

 Compromising the IoT device to cause 
physical harm

 Protection: 
 Change default passwords to strong passwords

 When available, update IoT devices with security 
patches



Protecting Financial & 
Personal Information:



Checklist for Businesses

Identify the types of information that you 
collect, store, or transmit
• Names, addresses, phone numbers, e-mail 

addresses
• SSN’s, DOB’s, HDL’s
• Payment card information, account 

numbers, and  transactional information

Minimize what you collect, store, and 
transmit

Destroy information when its no longer 
needed



Checklist for Businesses

Identify how you store your information
• Hardcopy paper records
• Electronic files

Identify where your information is stored
• Desk drawers
• Filing cabinets
• The mail room
• A home office
• Electronic devices – desktop/laptop 

computers, tablets, servers, cellular phones, 
external storage drives, remote or cloud 
storage services



Checklist for Businesses

Identify who has access to your 
information
• Limit access to those employees with a 

need to know

• Does the information leave the office?
o In the form of hardcopy records?

o On mobile devices?

• Limit remote access to the information



Checklist for Businesses

Password-protect storage devices
• Never use default password

• Use “strong” passwords (letters, numbers, symbols)

• Change passwords frequently (every 90 days)

Block unauthorized access
• Use a firewall

• Update the operating system and antivirus software

• Use encryption

• Perform routine scans of your systems for malware

Backup critical data

Employee awareness training



Checklist for Businesses

 Regularly monitor networks/systems that contain 
card payment data

 Assign a unique username and password to each 
employee who accesses financial data

 Encrypt card payment data transmitted via 
wireless or public networks

 Use payment compliant software and systems

 Do not store magnetic strip and security code 
information after authorization

 Do not store unencrypted cardholder data 

 Do not leave remote applications in “always on” 
mode

 Do not use default vendor-supplied passwords



Checklist for Businesses

Destruction of personal information
Do NOT simply move files to the “Recycler” 

folder
Do NOT simply “delete” files
Use data wiping software
Use specialized shredders on CD’s & 

DVD’s disks
Consider using a certified disposal 

company

Do not share information about your 
computer systems or information 
security practices



Checklist for Individuals

 The Rule: Never disclose personal 
information over the phone, through the 
mail, or over the Internet unless you 
initiated the contact and you trust the 
person or company that you’re dealing with
• Ask yourself: Who contacted who?
• If a person or company contacts you, do NOT 

disclose any personal information to that 
person or company – period!
oDo not open e-mails; do not click on links; do not 

click on attachments; end the phone call
oThen, contact the company directly through their 

KNOWN website or phone number



Checklist for Individuals

• If you receive an e-mail or message asking for 
personal information, do NOT open it or click on 
any link or attachment to it

• If you’re not sure whether the request is legitimate, 
contact the company directly in a way you know to 
be genuine, for example, calling the number listed 
in the phone book or on the company’s legitimate 
website



Checklist for Individuals

• Use your operating system’s firewall

• Consider using a hardware firewall system

• Update antivirus software regularly

• Update your operating software regularly

• Secure your passwords

• Backup important files



Data Breach

• Create a data breach notification policy

• Train your employees to spot a data breach

• Immediately gather the facts 

• Notify financial institutions

• Notify affected customers

• Notify law enforcement



Wi-Fi Security

 Turn off “sharing” - file, printing, network, 
and public folder sharing

 Enable your device’s firewall

 Use https:// whenever possible 
• Encrypted websites

 Use a VPN - Virtual Private Network 
(Examples: Cyberghost, OpenDNS)

 Turn off Wi-Fi when you’re not using it



Wi-Fi Security
 Consider using your cell phone as a Wi-Fi 

hotspot

 Disable automatic network connections

 Do not conduct financial transactions or 
online banking while travelling

 Protect your devices against the fallout from 
theft or loss:
• Set a lockout passphrase
• Set a short lockout time period
• Enable remote wiping
• Enable location tracking (Example: “Find My iPhone”)

 Consider using two-factor authentication for 
an online accounts



Wi-Fi Security

 Employers should require that employees 
use a corporate VPN and encryption when 
making connections and exchanging data
• Corporate IT can setup a computer to automatically 

connect to a VPN and encrypt data

 Adopt corporate policies that prohibit employees 
from transferring sensitive data to mobile 
devices or unauthorized personal or home 
computers

 Provide employees with mobile Wi-Fi hotspots 
that use cellular connections



Hawaii’s 
Identity Theft

Cybercrime Laws



Identity Theft

 A person commits the crime of identity 
theft if he uses the personal information 
of another with intent to commit theft
• First Degree – loss exceeds $20,000 

o 20 year prison term

• Second Degree – loss exceeds $300 
o Up to 10 year prison term

• Third Degree – loss is less than $300 
o Up to 5 year prison term



Computer Fraud

 A person commits the crime of computer 
fraud if he accesses a computer with 
intent to commit theft
• First Degree – loss exceeds $20,000 

o 20 year prison term

• Second Degree – loss exceeds $300 
o Up to 10 year prison term

• Third Degree – loss is less than $300 
o Up to 5 year prison term



Unauthorized Computer Access 1st

 A person commits the crime of unauthorized 
computer access if he knowingly accesses a 
computer, computer system, or computer 
network without authorization, and thereby 
obtains information, and:
• The offense is committed for private or 

commercial gain;
• The offense was committed in furtherance of 

any other crime;
• The information has been deem confidential by 

law; or
• The value of the information obtained exceeds 

$20,000

 20 year prison term



Computer Damage 1st

 A person commits the crime of computer 
damage if he causes damage to a 
computer, computer system, or computer 
network that manages or controls any 
critical infrastructure, and the damage 
results in the substantial impairment of:
• The computer, computer system or computer 

network; or
• The critical infrastructure managed or controlled 

by the computer, computer system, or computer 
network.

 20 year prison term



Resources

 http://honoluluprosecutor.org/white-collar-
crimes/

 http://honoluluprosecutor.org/internet-and-
computer-fraud/

 http://www.idtheftcenter.org/

 http://www.consumer.ftc.gov/search/site/id
entity%20theft
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